oS

. C INsieNAry

» Clarity
Clarity= OSBC7} 3Z6t=Hio|LH2| 2= 24 7|gte| QEAA 2ha| £2MRILICH Hio|L{2| ZEES AZHsI0]
ATER0f0f ZEHE QEAA HRHEES Mot QEAA BI0|MAQ} HOHF|OHY HEE KIS CH

Clarity is an open source management solution through binary code analysis that OSBC is currently developing and
providing. Clarity scans binary code to identify open source components that exist in software and provides informa-
tion about open source licenses and security vulnerabilities.
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A= How to Manage Open-Source Security and
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Compliance Risks

Representative vendors in the SCA space: Anchore, Backslash, Black Duck

by Synopsys, Checkmarx, Endor Labs, Insignary, Mend.io, Snyk and

Software development using open-source software fosters innovation but poses numerous security and compliance risks. Sonatype.
Software engineering leaders must collaborate with security and legal peers to define OSS management policies and

equip their teams with the right tools to implement needed processes.

Life Cycle

« Use of open-source software (OSS) in

exposes the ion to inherent security and
compliance risks as organizations have little to no control over the development of the OSS project. Additionally, the

lack of understanding of these risks and actionable policies increases the overall risk.

+ Detecting, tracking and mitigating OSS risks in software development is complex, and late discovery can lead to

expensive and time-consuming remediation that disrupts the development flow.

Manage OSS Pre-scan and Update apps with
. internal repository assess OSS. 0SS security patches

Overview

Key Findings ’ .

Automate SCA scans throughout I ‘

« Uncontrolled and unvetted open-source components used in software can introduce

Monitor use of 0SS

d CVEs

vulnerable, noncompliant and malicious code into the organization.

-

Security processes adhering to OSS governance policy
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